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We believe our staff should be completely attentive during their hours of working, to ensure all children in the nursery receive good quality care and education. This is why mobile phones and smart devices such as Smartwatches and FitBits are not to be used during work hours. 
To protect and safeguard the children and all staff in their professional role, mobile phones and other similar equipment are to be stored in the staff lockers. Mobile phones can be collected at lunch time and then returned after. They must only be used in areas away from the children on designated lunch breaks. There is an identified mobile use area within the setting. This can be found in the entrance area of the children’s centre and in the designated staff room. 
It is the responsibility of the staff member to safeguard themselves by ensuring their mobile phone(s) is locked away in the office throughout the day (excluding lunch breaks). Management will not accept any liability if a safeguarding issue is raised regarding any use of a mobile phone. Random checks on mobile phones will be carried out to ensure this policy is being adhered to. Any staff member known or seen to be using a mobile phone will be disciplined.
Parents and visitors are asked to either to turn their mobile phones off or not use them while in the nursery, collecting or dropping off children. 
During  outings,  staff  will  use  mobile  phones  belonging  to  the  nursery wherever possible. Only authorised individuals can use the work mobile and all calls will be monitored. Photographs of the children may be taken on outings, these will then be transferred to a laptop when back at nursery and removed from the phone asap. 
If staff need to contact a child’s parent or emergency contact, whilst on an outing, they will phone the nursery that will make the necessary arrangements. 
Staff can arrange to use the work landline in an emergency.
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The vast majority of people who take or view photographs or videos of children do so for entirely innocent, understandable and acceptable reasons. Sadly, some people abuse children through taking or using images, so we must ensure that we have some safeguards in place. To protect children we will:
Only take photos for use within Jack in the Box Nursery for displays and children’s learning journals and we have prior written consent from parents to do this. We will not use the photographs for any other reason, such as newspaper articles, website or other advertising materials, without seeking further consent. Consent is obtained when each child is registered and we update it on a regular basis to ensure that this permission still stands. If a parent is not happy about one or more of these uses we will respect their wishes and find alternative ways of recording their child’s play or learning. 
Use only the child’s first name with an image.
Ensure that children are appropriately dressed. Under no circumstances will the cameras be allowed into the bathroom areas. 
We ensure that parents understand that where their child is also on another child’s photograph, but not as the primary person, that may be used in another child’s learning journey. 
Only take photos of children on the Jack in the Box Nursery camera which is stored in the office should its use be required then permission will be sought from the manager and will be signed out when in use. Cameras will be checked upon return to the office to ensure it has been used appropriately.
Ensure that if photographs or videos of children are to be taken in the setting, the setting’s own equipment will be used. Under NO circumstances does anyone have the right to take photos of children on their personal mobile phones or cameras.
Ensure parents and carers are not permitted to take photographs of the children in the setting unless prior consent has been obtained by the manager for example for a special event, such as a parties and shows.
Gain individual permission for each child before events such as Christmas or leaving parties in order to produce group photographs to distribute to parents on request. This will ensure that all photographs taken are in line with parental choice. We ask that photos of events such as Christmas parties are not posted on any social media websites/areas without permission from parents of all the children included in the picture.
Ensure all cameras used are open to scrutiny.
Not email images taken on the setting’s camera, as it may not be secure.
Download all photos/videos on to the Jack in the Box Nursery hardware and delete them after they are no longer required so it complies with General Data Protection Regulation 2018 guidelines. Anyone wishing to view these will again have to seek permission.
[bookmark: _Toc462153066][bookmark: _Toc34474285]Computers & Social Media Policy:
The expansion of social media on the internet has transformed the ways in which we interact with each other and represent ourselves in fundamental ways. 
However, it is important that employees are aware of the association with Jack in the Box Nursery in online social networks. Employees should ensure that their entire online content is consistent with nursery policies and procedures and how you would wish to be perceived in your work environment. It is important that employees do not discuss their place of work, work colleagues, managers, children or the children’s parents/ carers.
If employees are asked to write, comment on, or respond to any content on the behalf of Jack in the Box Nursery the employee should obtain written permission from their manager, clearly stating the business justification for this approach. 
Any form of personalised social media that is found to reveal confidential business information, attacks or abuses colleagues, constitutes a conflict of interest, or brings the nursery into disrepute will be investigated and the responsible employee may be subject to disciplinary action, up to and including dismissal.
Employees are not permitted to use their own equipment (e.g. laptop) or software in the workplace without the express permission of the manager. 
Acceptable Internet Policy 
Use of the internet and email by identified employees of Jack in the Box Nursery is permitted and encouraged for business purposes and supporting the goals and objectives of the company. 
The purpose of this policy is to outline the responsibilities of team members when using the internet or email. They must ensure that they: 
· Comply with current legislation; 
· Use the internet and email in an acceptable way; 
· Do not create unnecessary risk to the company by their misuse of the internet.
The company does not allow access to social networking sites from its computers at any time. The company respects a team member’s right to a private life. However, the company must also ensure that confidentiality and its reputation are protected as well as ensuring other team members are not exposed to any form of discrimination or bullying; it therefore requires team members using social networking sites (outside of working hours) to: 
· Refrain from identifying themselves as working for the company;
· Ensure that they do not conduct themselves in a way that is detrimental to the company and take care not to allow their interaction of these websites to damage working relationships between team members or parents/carers; 
· Be aware that they could be subject to disciplinary action if it is felt by the company that behaviour displayed on social networking websites could form claims of discrimination or bullying or bring the company into disrepute.
The following is considered unacceptable use or behaviour by employees:
· Visiting internet sites that contain obscene, hateful, pornographic or otherwise illegal material; 
· Distributing or storing images, text or materials that might be considered indecent, pornographic, obscene or illegal; 
· Using the internet to send offensive or harassing material to other users; 
· Broadcasting unsolicited personal views on social, political, religious or other non-business related matters; 
· Downloading commercial software or any copyrighted materials belonging to third parties, unless this download is covered or permitted under a commercial agreement or other such license; 
· Using a computer to commit any form of fraud or software, file or music piracy;
· Publishing defamatory and/or knowingly false material about Jack in the Box Nursery, your colleagues and/or our customers on social networking sites, ‘blogs’ and any online publishing format; 
· Undertaking deliberate activities that waste staff effort or resources; 
· Use of company communications systems to set up personal businesses or send chain letters; 
· Inviting parents/carers or students to contact them via social media at anytime. 
Jack in the Box Nursery accepts that the use of the internet and email is a valuable business tool. However, misuse of this facility can have a negative impact on employee productivity and the reputation of the businesses. 
All of the company’s internet related resources are provided for business purposes. The company maintains the right to monitor the volume of internet and network use together with the internet sites visited. The specific content of any internet sites visited will not be monitored unless there is a suspicion of improper use. 
Any unacceptable use of the internet or email could result in disciplinary action. 
Safety procedures 

Passwords have been introduced to assist in the security of use of the computer facilities. Confidential passwords must not be shared with other members of staff. Staff must not use their own personal USB drives on equipment in the workplace.
We promote the safety and welfare of all staff and children and therefore ask parents and visitors not to post publically or privately information about any child on social media sites such as Facebook and Twitter. We ask all parents and visitors to follow this policy to ensure that information about children, images and information do not fall into the wrong hands.
Parents/visitors are invited to share any concerns regarding inappropriate use of social media through the official procedures.

